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Protecting Yourself from Common Scams

Though seniors and other vulnerable adults are among the groups most frequently targeted by fraudsters,
ANYONE can fall victim. Understanding how scammers operate and recognizing red flags can help you
avoid problems.

PRIMARY SCAM TACTICS:

Impersonation Scams

Scammers pretend to be trusted entities—such as government agencies, banks, utility
companies, or even family members—to pressure victims into sending money or sharing personal
information. They often use threats (arrest, service shutoff) or urgent emergencies to create panic
and demand immediate action.

Investment & Financial Fraud

Fraudsters promise high or guaranteed returns through fake or misleading investment
opportunities. This includes Ponzi schemes, cryptocurrency scams, and long-term “pig
butchering” schemes where scammers build trust before convincing victims to invest in
fraudulent platforms.

Prize & Windfall Scams

Victims are told they’ve won a lottery, sweepstakes, or large prize—but must first pay fees, taxes,
or processing costs to claim it. Legitimate prizes never require upfront payment.

Digital & Social Engineering Scams

Scammers use email, text, phone calls, or fake online profiles to manipulate victims into revealing
sensitive information or sending money. Common forms include phishing (fake messages posing
as legitimate organizations) and romance scams that exploit emotional relationships.

RED FLAGS

Being familiar with common red flags can help you avoid these scams. Key warning signs include:



e Pressure to act immediately or keep secrets

e Unsolicited contact

e« Requests for payment via gift cards, wire transfers, or cryptocurrency
e Guaranteed or unusually high returns

e Threats of legal action or arrest

e Refusalto meet or verify identity

ACTIONS TO TAKE

You can reduce your risk of being scammed by:

Never sharing personal information with unsolicited contacts
e« Using strong passwords and two-factor authentication

e Verifying requests through trusted contact methods

e Freezing credit reports

e Shredding sensitive documents

¢ Refusing urgent or secret payment demands

e« Using a trusted identity monitoring service like Eversafe. As a valued client of our firm, we provide
Eversafe to you at no cost. (http://www.eversafe.com/promo/Shobe24613)

If you have any questions or would like help enrolling in Eversafe, please contact our office.
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